Abstract-Risk management aims to discuss the probabilities and consequences of risks on the goals of a software project. In such projects, there are dependence relationships between risks, although they are not treated yet by standard risk management practices. This paper is concerned with the analysis of risk dependencies, where these risks are assessed when multiple project stakeholders are involved in the development of collaborative risk debates. Our approach is based on a dialogue game protocol for collaborative risk management. This protocol mediates not only the discussion tasks of risk identification, risk analysis and risk planning, but also the collaborative debate regarding the identification and treatment of dependent risks. These risk management concepts are represented in a Bayesian network model for a risk management discussion situation, where alternative simulation scenarios can be proposed and tested in this probabilistic model according to discussion participants' requests. As observed in a case study, results from this process lead to the enhancement of the argumentative analysis of risk management issues developed by project stakeholders.
I. INTRODUCTION
Software projects have a high probability of failing because their stakeholders are not involved in the development of risk management tasks [1] . Despite this fact, risk management practices are presented in the project management literature -PMBOK (Project Management Body of Knowledge) [2] , and in the literature regarding the utilization and evaluation of software development processes -RUP (Rational Unified Process) [3] , CMMI (Capacility Maturity Model Integration) [1] and ISO/IEC 15504 [4] . These standard frameworks for risk management, which often rely on experts' judgment of a problem, define risk evaluation tasks where risks are regarded as independent events. However, when dependent risks exist in a software project, a risk may have a significant impact in another risk. The problem is that these risk dependencies are not captured in most risk management frameworks. Important information in the risk management process is being underused or even lost since the explicit analysis of such dependencies can allow project stakeholders to have means of constructing more effective strategies of risk management, reaching better decisions regarding the proposition and analysis of plans to deal with these risks, as observed in [5] , for instance. The importance of dealing with risk dependencies is highlighted in [6] when stating that the evaluation and mitigation of risks may demand the analysis of complex networks representing risk dependency relationships. According to the CMMI standard [1] and as described in [7] , the identification of cause-effect relationships between risks allows a more effective treatment of these risks since the exploitation of these relationships is likely to result in more comprehensive analysis of a risk management problem.
Past work in our research group describes a collaborative approach for risk management in software projects [8] [9] . Here, we enhance this approach to deal with the collaborative identification and evaluation of risk dependencies. This is achieved through the expansion of a risk discussion protocol, which is formalized as a "dialogue game" [10] for collaborative risk management. Such kind of protocol amounts to a knowledge acquisition and representation solution for challenges that appear when there is a need of organizing the interchange of arguments that occurs when various project stakeholders collaborate on the deliberation of risk management situation. Based on this argumentation technique, the enhancement of this protocol which is discussed in this paper allows project stakeholders to debate the occurrence and impact of risk dependencies. Then, the information that is captured when these collaborative discussions are developed is utilized on the construction of a Bayesian network -BN [11] model for the assessment of a risk management problem. Through it, project stakeholders can simulate outcomes of a project using a graph representation that contain probability estimates linked to risks, risk causes and risk treatment plans. Our approach is implemented on a new version of a web-based system for collaborative risk discussion -RD System [8] [9] . In summary, this work discusses an approach which aims the analysis and simulation of risk dependencies in software projects, where such dependencies are discussed collaboratively in a context where uncertainty is present.
In this paper, Section II discusses argumentation and risk management issues; Section III describes our enhanced dialogue game protocol for collaborative risk management of risk dependencies; Section IV exploits a BN model in the simulation of risk management issues; Section V discusses a case study carried out in our project and Section VI presents final remarks.
II. THE ANALYSIS OF RISK DEPENDENCIES IN COLLABORATIVE RISK MANAGEMENT
A risk consists on the effect of an uncertainty on the goals of a project [12] . In general, the goals of a risk management process are the identification, evaluation, treatment and minimization of risk items before they turn up as a threat for the successful execution of a project. As described in the CMMI standard [1] , to the development of an effective risk management task it is necessary to have a process of risk identification in which project stakeholders are able to collaborate, in which there is a free and open debate of project risks. In addition, the judgment due to the group is likely to act as an aid on the assessment of risks, often promoting higher levels of trust on risk management plans constructed. Collaborative tasks of risk management can be structured by means of argumentation models [13] [10], as proposed in [8] [9] . According to [10] , the modelling and representation of dialogues can be developed when "dialogue game" techniques are exploited in the construction of intelligent systems. A dialogue game [8] is a knowledge representation formalism which recognizes relevant moves of human interaction in debates involving two or more participants. A key task for the representation of a dialogue game is the definition of a set of locutions that can be utilized by debate participants. Each locution captures a participant intention to speak, such as to propose something, to answer a query, etc.
In the process of collaborative risk discussion, participants can identify risks that are dependent on other risks, since they are subject to the effects of other risks. For instance, the increment of the probability of a risk "A" may influence the probability of a risk "B" to occur in a project, in case the risk "B" is dependent on the risk "A". A deeper level of dependency relationship between risks involves the identification of dependencies that are grounded on risk causes. For instance, risks "A" and "B" can have a common cause, and be dependent because of this. According to CMMI [1] , the relationship between risks that are dependent on common causes can make easier the grouping of these risks, leading to risk treatment plans that deal with such common causes. In the analysis of dependent events, it is possible to highlight the exploitation of a BN approach [11] , which is a model that permits to handle uncertainty along with the management of risks. This technique is founded on a qualitative analysis, where relevant information for the construction of the BN model is often obtained when project managers are involved in steps of debate. Most importantly, it is also grounded on the exploitation of quantitative probabilistic analysis which can be tested when a model for a problem situation is constructed. In practice, risk dependency relationships are represented in the BN model as arcs that link risks represented as nodes of a directed acyclic graph. In situations where risks are dependent because they have causes in common, instead of having risks that are directly linked by dependency arcs, this dependency relationship is represented by a node representing a cause and risks that are dependent on this node. Once this information is modelled, queries can be executed in the BN graph, which is a task involving the generation of posterior probabilities utilizing probability tables modelled [14] [15] .
III. COLLABORATIVE RISK MANAGEMENT DISCUSSIONS
IN THE ANALYSIS OF RISK DEPENDENCIES The Risk Discussion (RD) System is a web-based collaborative environment for the elicitation and organization of risk management debates [8] [9] . This system mediates the communication between project stakeholders, and consequent standardization of risk information recorded in a project memory. In doing so, the RD System interprets and executes a dialogue game protocol for collaborative risk management [8] , which controls the interaction steps between discussion participants according to a set of communication rules. This dialogue game protocol contains a set of locutions that are particularly directed to the capture and representation of typical risk management tasks, namely a) risk identification, b) risk analysis and c) risk planning. Besides of these problem-oriented locutions, the protocol is also formed by general purpose locutions, permitting the full development of multi-participant debates. Among these locutions, for instance, we can cite the "Ask", "Inform", "Argument pro" and "Argument con" locutions (see locutions in [8] ). In this paper, we augment this protocol so that project stakeholders can develop dialogues aiming the identification, treatment and simulation of risk dependencies of a risk management problem.
The qualitative analysis of risk dependencies developed when the RD System is used involves the discussion of dependencies between risks which are proposed by debate participants. Once the collaborative identification and analysis of risk dependencies is executed, information related to such dependencies is utilized in the generation of a BN model. This model allows one to simulate probabilistic predictions of a risk management outcome in a project, using as input the pieces of evidence raised in the debate. This approach is a qualitative and quantitative form of assessing probabilities related to such risk dependencies, and obtaining risk simulation information which can be exploited by project stakeholders in the construction of stronger arguments to be submitted back in a debate. All locutions available in the protocol are relevant to develop risk dependency analysis; although the most exploited locutions are ( Fig. 1 
presents examples of these locutions):
Locution: propose_risk(t, Pi), where t is a description of a risk, and Pi is any participant within the dialogue. It permits the statement of risk proposals in a collaborative risk management debate. Preconditions: There must have been utterance of the start_discussion(t, Pi) locution by any participant within the dialogue. Locution: propose_probability(t, Pi), where t is a description of a probability estimate, and Pi is any participant within the dialogue. Based on project stakeholders' experience, and augmented by discussion in which users can adjust their statements, the use of this locution permits the proposition of probability values regarding the occurrence of risks and/or risk causes. It is also utilized when users state probabilities regarding the effectiveness of risk treatment plans. Similarly, probabilities related to the occurrence of risk causes and the effectiveness of risk plans can also be collected when this locution is used. Preconditions: There must have been utterance of the propose_risk(t, Pi), propose_cause(t, Pi) or propose_plan(t, Pi) locutions by any participant within the dialogue.
Locution: propose_plan(t,Pi), where t is a description of a risk treatment plan, and Pi is any participant within the dialogue. It permits the proposition of plans to treat risks of a software project, where these plans can be directed to the treatment of risks that are dependent of other risks proposed in a debate. Preconditions: There must have been utterance of the propose_risk(t, Pi) locution by any participant within the dialogue.
Locution: propose_dependency(t, Pi), where t is a statement composed of two risks previously proposed in the debate (along with the reserved word "is-dependenton), and Pi is any participant within the dialogue. It permits the identification of binary dependency relationships between two risks of a software project. Important, it is an indexing place for recording of other participants' arguments related to the detailed characterization and analysis of these dependencies. Preconditions: The propose_risk(t, Pi) locution should be inserted by any participant at least twice in the dialogue.
Locution: propose_cause(t, Pi), where t is the description of a cause of risk, and Pi is any participant within the dialogue. It allows participants to indicate possible risk causes in a debate. Preconditions: There must have been utterance of the propose_risk(t, Pi) locution by any participant within the dialogue.
Once risk dependencies are made explicit, participants can generate a BN model for the risk management problem. Having this model, which can be imported by a standard tool for Bayesian analysis -the Netica System [16] , discussion participants can evaluate the outcomes of probCollaborative risk management debates are formed by a set of arguments, where each argument is structured as i) a locution selected from the dialogue protocol, ii) a free-text risk management statement and iii) an identification of the discussion participant that is submitting the argument Project stakeholders' arguments are structured in a hierarchical format of a discussion tree, where each argument instance corresponds to a node of the tree abilistic simulations executed on this model. In a debate, these simulation activities are discussed when the following set of locutions are utilized:
Locution: generate_bayesian_network (t, Pi), where t is description automatic "The Bayesian Network model was generated", and Pi is the RD System. It generates a graph representing the BN model in which its risk management concepts are captured through the locutions available in the dialogue protocol. This graph model is formed by proposals regarding risks, risk causes, risk plans, and probabilities linked to nodes of the BN model that represent these concepts, in addition to dependency relationships between risks. When this locution is used, the BN model for the risk management concepts available in the latest version of the debate is generated. In this case, an external representation to the RD System of the BN model is produced. Preconditions: There must have been utterance at least two propose_risk(t, Pi) locutions by any participant within the dialogue, with proposed_plan(t, Pi) and propose_cause(t, Pi) locutions associated.
Locution: propose_simulation(t,Pi), where t is a description of a simulation desired by any participant, and Pi is any participant within the dialogue. It permits the statement of probabilistic simulation scenarios as for promoting the analysis of risks along with their causes, the effectiveness of plans for reducing risks, the effects of risk dependencies, etc. To select risk management concepts to be exploited in a simulation scenario, in which probabilities for variable states can be changed according to users' requests, debate participants can use locutions such as: "Select Plan", "Select Cause" and "Select Risk". To execute this simulation, users state that the probability of a certain plan to be effective should be exploited. This is described through the utilization of "Select Plan" and "Propose Probability for State" locutions, where the first locution selects a plan available in the BN model and the second locution describes that the probability of success of this plan should be changed. Preconditions: There must have been utterance of the generate_bayesian_network(t, Pi) locution by any participant within the dialogue.
Locution: select(type, t, Pi), where type can be {risk, cause, plan}, t is a statement of a risk, cause or plan to be select, and Pi is any participant within the dialogue. This locution permits the selection of risk management concepts represented in a BN model. Discussion participants can utilize it when making a detailed discussion of a simulation scenario. In our debate protocol, these simulations are captured and recorded as sub-trees of a "Propose simulation" node. Preconditions: There must have been utterance of the propose_simulation(t, Pi) locution by any participant within the dialogue.
Locution: propose_probability_for_state(t, Pi),
where t is a description of a probability to be simulated in a state of a variable represented in a BN model, and Pi is any participant within the dialogue. It permits the proposition of probability estimates for the different states of variables of a BN model. For instance, debate participants can state their beliefs of a risk treatment plan to have success, the belief of a risk cause to be present in a software project, and so on. Such statements are made on the grounds of the pieces of evidence users have observed in the current project or in debates of past projects. Preconditions: There must have been utterance of the select(type, t, Pi) locution by any participant within the dialogue.
In addition to the rules that define the set of permitted protocol locutions, rules regulating the combined use of these locutions are represented in this model. These rules allow the RD System to automatically mediate the debate that occurs, regulating the conditions in which certain locutions can be utilized or not. Rule like these are also relevant on the representation of transitions between dialogue phases as, for instance, the transition from a risk identification phase to a risk dependency analysis phase, or a risk dependency simulation phase.
IV. THE EXPLOITATION OF A BAYESIAN NETWORK MODEL IN THE ANALYSIS OF RISK DEPENDENCIES
The process that leads to the construction of a BN model representing risks, risk causes, risk treatment plans, and the dependency relationships between these concepts is implemented in the RD System. It is a semi-automatic process in which the nodes and arcs of this Bayesian graph are derived from users' arguments captured when the RD System is used. In essence, users advance these arguments along with the "Propose Risk", "Propose Cause" and "Propose Plan" locutions. Then, this model is imported in the Netica System [16] , allowing the participants of a debate to compute with probabilities the outcomes of queries executed in the BN model.
In the BN model for a problem situation, dependency relationships link risks which were proposed previously in a debate. In the RD System, these relationships can be captured when the "Propose Dependency" locution is used. Risks can also be dependent because they have common causes, as described in [1] . In a debate, these causal dependencies are not captured when users utilize the "Propose Dependency" locutions. To do so, the RD System automatically identifies pairs of risks that have common causes since these statements are captured explicitly when the "Propose Cause" is utilized by debate participants. It is relevant to notice that project stakeholders can exploit these causal dependencies when they plan mitigation actions to take advantage of these dependencies. Once plans are directed to the treatment of risk causes that are relevant to multiple risks, these plans can have a positive effect on these various risks at the same time. To capture these situations, we represent nodes for risk management plans in this BN model. As shown in Fig. 2 , the risk treatment plans proposed in a collaborative risk debate are there in the BN graph, along with probability estimates regarding the effectiveness of these plans. In our BN model, risk management nodes are annotated with binary states (e.g. present and absent states of a risk variable, as in Fig. 2) . Then, probability estimates are represented on the binary states of these nodes. In the Netica System, alternative queries can be executed when probability values for these variable states are input (e.g. when users input a certain probability value representing the likelihood of a risk being present in a project). This kind of input can lead to the update of the probability tables connected to the network variables of the BN model, which is something that the Netica System does automatically. In the assessment of these simulation scenarios, the RD System permits any discussion participant to utilize the "Propose Simulation", "Select Risk", "Select Cause", "Select Plan" and "Propose Probability for State" locutions. Moreover, these issues can be discussed further when other general purpose locutions are utilized (see [8] ) -e.g. when users discuss pros and cons of a simulation situation through the utilization of "Argument pro" and "Argument con" locutions. As a result, alternative simulation scenarios can be recorded in a risk management debate (see Fig. 1 ). For instance, through the combined use of the "Select Risk" and the "Propose Probability for State" locutions, users may state changes on the probability values currently linked to a selected risk. Similarly, changes on the probability values linked to risk causes and risk treatment plans can be stated in such simulation phase of a debate. Once new values of probability are presented by debate users, they can be applied in the probabilistic model which is loaded in the Netica System. This BN model contains variables in which initial probability values are obtained from the participants' statements collected through the use of "Propose Probability" locutions. Other probability values (e.g. posterior probabilities) are related to the outcomes produced when such probabilistic model is computed according to Bayesian rules and probability tables linked to the network variables represented in the BN model. In the simulation phase of a debate, for instance, when users suggest alternative values for probabilities of nodes representing risk treatment plans in the BN model, this action allows the risk management team to assess the impacts and consequent merits of risk management strategies. In practice, such probability suggestions aim to test different degrees of belief that users may have on the effectiveness of these plans.
V. REMARKS OF A CASE STUDY
A preliminary case study developed in our project involved the execution of collaborative tasks of risk identification, risk analysis and risk planning. In addition, a group of participants carried out tasks of identification and analysis of risk dependencies, as well as the simulation of a BN model generated from the risk management concepts proposed in a debate developed in the RD System.
The first task of this case study was the discussion of the risks of a software project. As a result, the BN model for the current risk management problem was generatedthrough the use of the "Generate Bayesian Network" locution. Then, the resulting probabilistic graph generated by the RD System was imported in the Netica System. Using this model, alternative scenarios of simulation suggested were executed. In doing so, participants stated queries based on probability estimates for risks, risk causes and risk treatment plans. To do that, they utilized locutions such as "Propose Simulation", "Select Risk" and "Propose Probability for State", for instance. As a positive feedback from the simulation tasks executed, participants were able to formulate new arguments (e.g. new proposals for risk probability grounded on simulation outcomes) and submit them on the current debate. As an example of this simulations (see Fig. 2 ), it is possible to observe that the probability of the "Late deliveries of the system modules" risk is 21.6%. This estimate is quite low since the users have a plan to treat the cause of this risk ("The development tools that are necessary to develop this system are not available in this project"), and that the effectiveness of this plan is 80% as stated by debate participants. As identified collaboratively in the debate, this risk cause is also linked to the "Difficulties with the requirements development" risk, which has probability of 18.3% (very low as well). This indicates that these two risks have a causal dependency between them and the proposed treatment plan is being applied to this common cause. So, this single plan is managing to deal with two project risks at the same time, which is one of the key advantages of treating risk dependencies in risk management.
VI. CONCLUDING REMARKS
The collaborative analysis of risk dependencies in software projects is a challenging problem that is tackled superficially in standard risk management frameworks [1] [2][3] [4] . To approach this problem, this paper discusses the augmentation of a dialogue game protocol for collaborative risk management as presented initially in [8] [9] . In general, we show how one can integrate qualitative and quantitative techniques in a collaborative risk management setting. As implemented in a new version of the RD System, this protocol now contains an expanded set of locutions along with additional risk management debate phases, which are directed to the explicit identification and analysis of risk dependencies in a software project. A key feature of this protocol is to offer knowledge acquisition and representation resources to support project stakeholders in the development of debates regarding the occurrence and effects of such risk dependencies.
The proposed approach shows how this debate protocol can guide users on the capture and recording of alternative risk dependency simulation scenarios as they are proposed and adjusted collaboratively in a debate. The debate represented when this protocol is utilized by project stakeholders can be imported in a standard BN system permitting the execution of probabilistic simulations for the investigation of dependent risks. Based on preliminary tests, the outcomes of these simulations reveal possibilities of risk management improvement allowing users to re-estimate identified risks according to risk dependence characteristics. These improvements can be assessed not only by a small group of project managers, as commonly developed in standard risk management frameworks, but also by other project stakeholders through the proposition of new arguments in their collaborative discussions. In fact, the simulations offer feedback for the proposition of new arguments back in the debate, resulting in a qualitative enhancement of the collaborative risk management of a software project.
As future work, we plan to develop new case studies in order to obtain feedback for improving the usability of our approach. We also plan to seek connections between our collaborative risk management approach for the analysis of risk dependencies and logic-based probabilistic argumentation frameworks proposed in the literature [13] , as well as making the new version of the RD System available to the public on the web.
